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Background
• Internet of Things (IoT) service providers provide wireless
connections for their customers to connect IoT devices to the
public telecommunications networks using
Narrowband-IoT operating in the frequency spectrum
assigned for the provision of public mobile services

Low-Power Wide Area Network (LPWAN) such as Sigfox or
LoRa operating in the 920 – 925 MHz band on a shared
and uncoordinated basis
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Regulatory Requirements
• General Condition 5.1 of the Unified Carrier Licence (UCL) and
the Wireless IoT (WIoT) Licence
 The licensee is required to provide a good, efficient and
continuous service in a manner satisfactory to the
Communications Authority (CA)

• Special Conditions 1.2 of the UCL and the WIoT Licence
 The CA may issue code of practice or guidelines for the purpose
of providing practical guidance to the licensees in respect of the
provision of satisfactory service and the protection and promotion
of the interests of consumers of telecommunications goods and
services.
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Need for Proper Operation and Management
of IoT Devices
• Characteristics of IoT devices and applications
 automated machine-to-machine type applications such as lighting control,
energy meter management, etc.
 collect information such as battery status and other environment data for
monitoring, surveillance and control purposes

• Advent of 5G and new smart city applications bring challenges for
proper data protection and security
 massive number of IoT devices deployed for a wide range of applications
including sophisticated and mission critical applications
 collection/processing of a vast amount of data using IoT devices

• Need of safeguarding the interests of both businesses and consumers
in the IoT era
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Article in Choice Magazine – Consumer Tips for
Using Smart Devices to Safeguard Privacy
• Understand the product design before
purchase
• Check the background of the manufacturer and
find out if it has been involved in any deception,
theft or other illegal behaviours
• Set a unique password for each device and
never divulge the passwords to other people
• Adjust the security and privacy settings to
higher levels before using the devices

• Perform regular security update of the software
of IoT devices
• Disable functions and turn devices off if they
are not in use
• Enquire about the network condition for IoT
devices if anything unusual is observed
• Think clearly if the product will bring significant
benefits to your daily lives before purchase
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Overseas Developments on Best Practices on
Operation and Management of IoT Devices (1)
• The “Code of Practice for Consumer IoT Security” of the United
Kingdom
 no default passwords; implement a vulnerability disclosure policy;
 keep software updated; securely store credentials and securitysensitive data; communicate securely;
 minimise exposed attack surfaces; ensure software integrity;
 ensure that personal data is protected;
 make systems resilient to outages; monitor system telemetry data;
 make it easy for consumers to delete personal data;
 make installation and maintenance of devices easy; and
 validate input data
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Overseas Developments on Best Practices on
Operation and Management of IoT Devices (2)
• The “GSMA IoT Security Guidelines” issued by the GSM Association
 IoT Security Guidelines Overview Document;
 IoT Security Guidelines for IoT Service Ecosystem;
 IoT Security Guidelines for IoT Endpoint Ecosystem; and
 IoT Security Guidelines for Network Operators

• General principles of security challenges
 availability: ensuring stable connectivity between IoT devices and IoT
networks and servers;
 identity: authenticating IoT devices, services and the end-user operating
the IoT devices;
 privacy: reducing the privacy issues associated with the use of IoT
devices by end-users; and
 security: ensuring that system integrity can be verified, tracked, and
monitored
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The Proposal
• A voluntary Code of Practice (CoP) will be developed on the
operation and management of IoT devices connecting to public
telecommunications networks of IoT service providers to
 ensure the provision of satisfactory service by IoT service
providers
 strengthen consumer protection
 enhance user confidence in using IoT devices connecting to
public telecommunications networks
 serve as a reference for non-telecommunications licensees (such
as device manufacturers, vendors, application developers) in
formulating requirements and practices regarding the operation
and management of IoT devices/services
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Views Sought
• Members are welcome to share their views and
comments on the proposal
• OFCA will prepare and circulate a draft CoP for
comments by IoT service providers before adoption by the
CA
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Thank You
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